QX Integration with Salesforce
CRM

Abstract: Epygi has implemented integration of QX IP PBX with Salesforce CRM. This guide
describes how to configure the QX IP PBX with Salesforce CRM and how to use the Epygi
CRM Connection web application to control and automatically update the information for
CRM contacts upon receiving inbound calls from customers on the QX IP PBX.
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1. Introduction

Epygi provides integration between the QX IP PBX and Salesforce CRM, implemented via
the Epygi REST API for CRM. This integration allows to view, automatically create and
update the information for Salesforce contacts upon receiving inbound calls from
customers on the QX. It is achieved via the Epygi CRM Connection for Salesforce web
application.

The CRM integration is a licensable feature for the QX, so a license key should be
purchased to make the CRM integration functional on the QX on a simultaneously -
connected user basis.

After license activation on the QX, the CRM Users configuration page and the Epygi CRM
Connection for Salesforce web application will be accessible for QX users. Click the
Applications — Epygi CRM Connection link from QX login page or enter the following line
http://xxx.xxx.xxx.xxx/crmconnect in the address bar of the browser to open the Epygi
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CRM Connection for Salesforce web application, where xxx.xxx.xxx.xxx is the IP address
or host name of the QX.

Please Note:

The described configuration is generic for all Epygi IP PBXs of QX and UC line, namely for

QX20, QX50, QX200, QX500, QX3000, QX5000, QXISDN4+, ecQX and UC20, UC80(henceforth
QX). The security issues are beyond the scope of this document. See the listed documents in
References section to get more information on the security related issues for QX.

2. Salesforce Connected App Configuration.

To be able to interoperate with Epygi products, Salesforce Connected App with OAuth

needs to be preconfigured. For that:
1. Login to your Salesforce account, click on the gear icon on the top right-hand
corner and select Setup. On the left-hand menu select PLATFORM TOOLS -> Apps
-> App Manager:
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2. Salesforce uses “Connected App” to connect the platform with an external
application (Epygi). It uses standard OAuth protocol to authenticate, and provide
tokens to use with Salesforce APIs. So, click on the “New Connected App” button
to register your App. In provided form, enter “Connected App Name” (for example,
Epygi Connect) and “Contact Email”. Then check “Enable OAuth Settings” and
enter “Callback URL” which is a URL associated with your client application. In
some cases, this must be a real URL that the client’s web browser is redirected to,
but in our context the URL isn’t used. However, since this a required field, you may
use a value that identifies the Epygi application, such as
https://localhost/epygi.crmconnection. After that select OAuth Scopes from the list:
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Epygi integration needs to have access to the following OAuth scopes:
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https://localhost/epygi.crmconnection

e Access and manage your data (api)
e Access custom permissions (custom permissions)
e Access your basic information (is, profile, email, address, phone)
e Allow access to your unique identifier (openid).
o Full Access (full)
e Perform requests on your behalf at any time (refresh_token, offline_access)
e Provide access to your data via the Web (web)

Finally click on the Save button to save your application settings.

3) The App you have created will appear in App Manager, so click on View menu item to
get some information you’ll need in your future configuration:

Fle Edt View

History

Bookmarks Tools  Help

=

® App Manager | Salesforce b +

(——) C @ © & FIW nttps://umi.lightning.force.com/lightning/setup/NavigationMenus/home () i}‘ b o e =
ﬁMnstmymd @ GettingStarted @ TicTacToe @ icons.ttf G dunluyhl huadhs

& NE2se®

Home

Lightning Experience Transition
Assistant

New Salesforce Mobile App
QuickStart

Object Manager ~

SETUP

New Lightning App

New Connected App

Lightning Usage
19 items - Sorted by App Name - Filterad by all appmenuitemns - TabSet Type =
Optimizer
App Name T v | Developer Name | Description Last Modified ... v | AppT... v | Vi.. v
ADMINISTRATION =
1 Analytics Studio Insights Build Einstein Analytics dashboards and apps 10/03/2020,13:.  Classic v v =
> Users
2 App Launcher Applauncher App Launcher tabs 10/03/2020,13:.  Classic v v
> Data
3 Bolt Solutions LightningBolt Discover and manage business solutions designe..  10/03/2020, 13- Lightning v -
Email
’ 4 Community Community Salesforce CRM Communities 10/03/2020,13:.  Classic v -
PLATFORM TOOLS 5 Content Content Salesfarce CRM Content 10/03/2020, 13:._ Classic v -
v Apps | 6 Epygi Connect Epygi_Connect 20/07/2020, 14-... Connected - I
I App Manager 7 Lightning Scheduler Setup  LightningScheduler Set up personalized appointment scheduling. 10/03/2020,13-.  Lightning View
AppExchange Marketplace 8 Lightning Usage App LightningInstrumentati..  View Adoption and Usage Metrics for Lightning E_.  10/03/2020,13:..  Lightning c \
-Vlew
~ Connected Apps 9 Marketing Marketing Best-in-class on-demand marketing automation 10/03/2020, 13... Classic N
anage
Connected Apps OAuth 10 Platform Platform The fundamental Lightning Platform 10/03/2020, 13... Classic
Usage 11 Sales Sales The world's most popular sales force automation .. 10/03/2020,13:..  Classic -
Manage Connected Apps 12 Sales LightningSales Manage your sales process with accounts, leads, ... 10/03/2020,13....  Lightning  + v
> Lightning Bolt 13 Sales Console LightningSalesConsale (Lightning Experience) Lets sales reps work with ... 10/03/2020,13.... Lightning -
> Mohila Apps 14 Salesforce Chatter Chatter The Salesforce Chatter social network, including __ 10/03/2020, 13:._ Classic ~ v Ll

javascript:void(Q); =

4) Clicking on View will cause “Manage Connected Apps” page to open, where you need
to copy “Consumer Key” and (after “Click to reveal”) “Consumer Secret”. You will need
this information as part of configuration settings in your QX CRM Connection. Epygi REST
API will use these values to get authorization token in the authorization code flow.
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5) Click on “Manage” button at the top to Edit Policies. In “OAuth Policies” section set
“Permitted Users” to “All users may self-authorize” and set “IP Relaxation” to “Relax IP
restrictions”:
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©) Finally, Security Token is the last parameter you need to establish the authentication
flow. To get it, click on the profile icon at the top right-hand corner and then click on
Settings:
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Select “Reset My Security Token” on the left-hand menu:
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The Security Token will be emailed to you. Please keep it too to provide later for
configuration of CRM Connection.

7) You will need a preconfigured Salesforce user account on behalf of which Epygi REST
APl will interact with Salesforce API. The access level of Epygi REST API endpoints to
Salesforce resources directly depends on the permissions of that user account. To be able
to view, create or update Salesforce Contacts/Leads from CRM Connection application,
the profile of the Salesforce user needs to have Read, Create and Edit permissions for
Contacts and Leads objects. To verify what Profile does the user belong to, and that
Profile’s permissions, in Salesforce CRM click on the gear icon, select Setup, then in left
hand navigation menu select ADMINISTRATION -> Users -> Users and
ADMINISTRATION ->Users->Profiles. In example below we see that user’s profile has
Read and Create permissions for Leads and all permissions for Contacts.
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Epygi CRM Connection with the preconfigured Salesforce user account and with default
basic settings will support the following main features:
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e If the inbound calls from external numbers match a Contact or Lead in the CRM

database, it will trigger the Contact/Lead pop-up in your CRM Connection
application. You can then request to View or Edit/Update information for the
Contact/Lead using the View Contact Info option.

e [fthe inbound call from an external number does not match any Contact/Lead, you

can add caller as a new Contact or Lead using the Add Contact option.

3. Epygi CRM Connection Configuration.

Login to your QX, go to the Extensions —> CRM Connect —> CRM users —> Add user
and fill in the fields below:

P8l © Epyoi QXS0 -CRMUsers -AddUs X B g

‘@ £, https://192.168.24.31/crmusermgmt.cgi

..... tf @D dwnluyhl hwalhs

& Extensions

Extensions Dialing Directories Conferences

‘Web Authentication

Access your CRM account from the web client,

Meonitored extensions

Extensions:

Match Callerld's to a contact entry
Match at least N number of characters:
[T Match Exactly

Customer Relationship Management

Select CRM: Salesforce j

Connection Settings

Security Token:

CDR Reporting

I™ Enable CDR Reporting

Receptionist

Match at least N number of characters:

=

o User: the name of the user/agent that monitors inbound calls to QX via the CRM

Connection web application.
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o Username and Password: the web authentication parameters to be used by the
user/agent to login to the CRM Connection web application.

e Monitored Extensions: inbound calls to these QX extensions will be monitored by
the CRM Connection application.

e Match at least N number of characters: the minimal number of digits Epygi REST
API will query Salesforce to match a Contact/Lead for CRM Connection. Queries
with a smaller number of digits will be ignored, so no Salesforce records will be
matched for CRM Connection.

e Match Exactly: if checked, only CRM records exactly matching the called phone
number will be returned. Otherwise records with partially matched phone numbers
will be returned.

e Select CRM: Set this value to Salesforce.

o Consumer Key, Consumer Secret, Security Token: Parameters provided by
Salesforce Connected App, description of which you can find in “Salesforce
Connected App Configuration” section.

e Username and Password: credentials of Salesforce user on behalf of which Epyagi
REST API will interact with Salesforce. Keep in mind that access level of CRM
Connection application to Salesforce resources depends on permissions settings
of that user.

o CDR Reporting:

- Check Enable CDR Reporting if you want your QX Call Detail Records to be
saved in Salesforce CRM.

- Match at least N number of characters: To associate QX CDR with
Salesforce data objects (Contact, Lead, Opportunity), CDR’s Caller Id or
called number needs to exactly match the Salesforce record. If number of
digits in Caller Id is less that this parameter, the CDR is still saved in
Salesforce but is not associated with Salesforce data objects.

Custom Mandatory Fields.

After you save your newly created user account, you can edit it then, and at that time new
fields will appear on user’s account screen: Custom Mandatory Fields for Contacts and
Leads. To be able create/update Salesforce Contacts/Leads, Epygi CRM Connection
needs information about required fields defined in your Salesforce CRM. Epygi REST APl is
smart enough to automatically determine those mandatory fields, which you see in your
Salesforce CRM marked with red asterisk (*). However, if in Salesforce there are some
custom validation rules or field accessibility settings applied, defining field as mandatory,
which may not be detected by API, you need to define those custom mandatory fields
manually. For that, from the list of Contact (or Lead) fields select those, which your
Salesforce CRM requires to be filled when you create or update a record in your
Salesforce CRM. This will form the list of Custom Mandatory Fields.
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Usemame: | user@epygi.com

Password: | password

Security Token: | rdyaMk2gkjh4MfdUO18Y25kSgf

Custom Mandatory Fields

Contact: Email j B Email j
Lead: FirstName j E FirstName j
CDR Reporting

¥/ Enable COR Reporting

Match at least M number of characters: | 3

If you have multiple CRM Connection accounts linked to the multiple Salesforce users,
you need to provide the same values of Consumer Key and Consumer Secret for all of
them (because they all use the same Salesforce Connected App), and also the same set of
Custom Mandatory Fields for all of them in CRM Connection GUI.

4. How to use the CRM Connection

Epygi's CRM Connection is a web application integrated with Epygi REST API for CRM,
designed to support the CRM users to control and monitor incoming calling sessions on
QX and update the Salesforce contacts.

Click the Application>Epygi CRM Connection link from QX login page or enter the following
line http://xxx.xxx.xxx.xxx/crmconnect/#!/login in the address bar of the browser, where
XXX.XXX.XXX.XXX is the IP address or host name of the QX.

Login to CRM Connection using the web authentication credentials for the CRM user.
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Epygi CRM Connection

When the QX receives an inbound call to one of the monitored extensions, it checks the
Salesforce CRM system to look up the contact name.

e If not found, the CRM Connection will indicate the inbound caller as a no match; the
CRM user can now add it as a new contact.

CRM Connection for Salesforce

e If found, the name of the contact is displayed in the CRM Connection. The CRM user then has a
choice to view all available information for the contact using the View Contact Info button, as
well as, update that information in the Update window.

Vtiger Contact Info for 093537989
FullName:  ashot sargsyan
First Name. ashol

Last Name:  sargsyan

Email' anush@anush

Phone Type:  Office Phone
Office Phone 11105
Mandatory Fid(s). Contact Type
Contact Type'  Lead
Description
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5. CDR Reporting

If appropriate settings are set in QX CRM Connect, Call Detail Records (CDR) data are
automatically inserted into the Salesforce activities list.

If the CDR Caller Id or number called exactly matches an existing phone number in
Salesforce data objects (Contact, Lead, Opportunity), CDR data are automatically
associated with that data objects.

6. Salesforce Configuration to view CDR reports

1) Login to your Salesforce account, click on Salesforce app launcher and navigate to
“Reports”™:
L4 | W Reports | Salesforc X | oo

Calendar | Salesfor X Report Builder

App Launcher

Lightning Scheduler Setup

m Set up personalized appointment

scheduling.

v All Ttems

Accounts

App Launcher

Approval Requests

Assets

Authorization Form

Authorization Form Consent

Authorization Form Data Use

Authorization Form Text

CMS Home

Calendar
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Contact Point Type Consent

Contact Requests

Contacts

Contracts

Credit Memos

Dashboards

Data Use Legal Basis

Data Use Purpose

Development

Bolt Solutions
Discover and manage business
solutions designed for your...

Images

Individuals

Invoices

Leads

Lightning Bolt Solutions

Lightning Scheduler Setup Assistant
Lightning Usage

List Emails

Macros

Operating Hours

14

LN @&

Visit AppExchange

Commerce

catalogs, and pricebooks.

People

Price Books

Products

Quick Text
Recommendations
Recycle Bin

Refund Line Payments
Refunds

Scorecards

Manage your store's products,
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2) Start creating a new report by clicking on “New Report” link:
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Bl
e A @ 2ae®
Service Home  Chatter  Accounts »  Contacts .  Cases » Reports »  Dashboards o

Reports

Recent Q New Report New Report (Salesforce Classic) New Folder o

2 items

REPORTS Report Name v | Description ~ | Folder v | Created By ~ | Created On v | Subscribed

Recent Which flows run, what's

the status of each inter-

view, and how long do Public Reports Automated Process 18/7/2020, 04:08 -
users take to complete

Private Reports the screens?

Sample Flow Report:

Created by Me Screen Flows

Public Reports

All Reports
FOLDERS

All Folders

Created by Me

Shared with Me

FAVORITES

All Favorites
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3) On pop-up dialogue choose “Activities” and then “Tasks and Events” report type. Then
click on “Continue”.

LT LU G @ ReportBuilder | = X

2
&« > ¢ o © & B https://um1.lightning.force.com/one/one.app#eyljb21wb25IbnREZWYIOIlyZXBvenRzONJlcGoydE) =»¢ & 1}‘ 4 In DO &
\

ﬂ Most Visited .¢ Getting Started @ Tic Tac Toe @ icons. ttf @ dwplpw hl hwalhg

Report Type

All

Accounts & Contacts Easks - Evemsj

Opportunities Events with Invitees

Customer Support Rgforts HTML Emall Status
Activities with Accounts

Activities with Contacts

Activities Activities with Opportunities
Contracts and Orders Activities with Leads

Price Books, Products and Assets Activities with Campaigns

Cancel Continue
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4) Click on “Filters” tab, then on “Show”, and select “Open & Completed Activities” from
drop-down:

b4 > Report Builder | © X

LN D@

‘ © & B hitps:/fum1.lightning.force.com/one/one.app#eylih21wh25lbnREZWYiOilyZXBvcnRzOnIlcGoydE T ==e & 1}‘ b4

Report Builder |

'
&= C @
LF Most Visited . Getting Started € Tic Tac Toe @ icons, tf @ iyl hwguhg

. Al v

Reports +  Dashboards -

Service Home  Chatter  Accounts ~  Contacts ~  Cases v

L]
REPORT =
Got Feedback? Save & Run Save hd Close m

New Tasks and Events Report #  Tasks and Events

@ Previewing a limited number of records. Run the report to see everything. Update Preview Automatically

> = Outline
3
T . Date T ¥| Company [ Account | ¥ | | Opportunity || | Contact |¥| | Lead |¥| | Subject || Assigned ||| Priority |¥ | Status |¥ | Tasl
i Filters v
4| | i
No records returned. Try editing report filters:
Show Me .
My team's activities - Show All activities.
Date Edit Filter X
On or after 20 Aug 2020
Show Show
Open Activities Open & Completed Activities v

Show
Tasks and Events Cancel

javascript:void(0);

Click on “Apply” button.
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5) On the “Preview” window a list of calls will be shown. Remove “Task”, “Priority” and
“Status” columns, and add “Due Time” and “Duration (minutes)”.

Report Build Report Buildes

eport Builder | X

-
&« 2> ¢ o | © | & &P https://um1.lightning.force.com/lightning/r/Report/0003z000007KDO1EAQ/ edit?queryScope=userFolders - & 5y ‘ L In @ ® =
\~
£} Most visited (@ Gettng Started € Tic TacToe (5 icons.ttf ) dwnluyhl hughs
. Al v (%]~ ?2 4 A
Service Home Chatter Accounts s Contacts Cases v Reports Dashboards * Epygi QX50 Missed call from... X i ]
REPORT v
)
New Tasks and Events Report #  Tasks and Events Got Feadback Save & Run Save | ¥ Clase m
> =outline Y Fitters € @ Praviewing a limited number of racords. Run the report to see everything. Update Preview Automatically
@
4 a
= Date T |*| DusTime ¥/ Company/A~ [¥| Contact ¥/ Lead [*| Opport— || Subject | Mssigned 7| | Duration (minutes) |* 2l
ic Groups CuccessTE o
§ call frem
B crour rows 8182232400 10 330
5 14/08/2020 20:58 - - - - Epygi QX50 Armen Movsisyan 3
Successful incoming
call frem
8182232400 to 250
Columns - 6 18/08/2020 19:54 - - - - Epygi QX50 . Armen Movsisyan 10
Successful outgoing
call from 106 to
8182324765
Date x 7 | 18/08/2020 2006 Burlington Textiles  lack Rogers - - Epyzi QX50 Armen Movsisyan 10
Corp of America Successful outgoing
Due Time * call frem 106 to
8185115002
Company | Account x
N 8 | 18/08/2020 2006 Burlington Textiles  Jack Rogers - - Epygi QXS0 Armen Movsisyan 0
Coqtact Corp of America Unsuccessful
outgaing call from
x
] 23010 8189119002
Opportunity x 9 | 18/08/2020 20:06 Burlington Textiles  Jack Rogers - E Epygi QXS0 Arman Movsisyan 0
Subject , Corp of America Unsuccessful
outgaing call from
Assigned = 106't0 8189119002
o BTt « 10 19/08/2020 12:52 Burlington Textles  Jack Rogers - - Epygi QXS0 Armen Movsisyan 0
Corp of America Unsuccessful
outgaing call from =

Click on “Refresh” link and then on “Save” button.
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6) In the “Save Report” dialogue input Report Name and save it:

Report Builder | Report Builder | £ @ Report Builde: X

N
\\(—/I - O Q | © & @ https://um1.lightning.force.com/one/one.app#eyljb21wh25IbnREZWYIOyZXBvenRzONIcGIydE]  »=»

n' Most Visited ‘4 Getting Started @ Tic Tac Toe @ icons. ttf @ dwplphl hwphg

Save Report

* Report Name

CDR Report

Report Unique Name @

New _Tasks_and_Events_Report_WTk

Repart Description

Folder

Private Reports Select Folder

Now if you need to look at Call Detail Records, you can navigate to “Reports” and click on
the created report.
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7. References

Refer to the below-listed resources to get more details about the configuration settings used in this
guide at the Epygi Support Portal:

e Manual-ll: Administration Guide for QX IP PBXs
e Manual-lll: User Guide for QX IP PBXs

e Call Routing on QX IP PBXs

e Preventing Unautorized Calls on QX IP PBXs

e Users Rights Management on QX IP PBXs

THIS DOCUMENT IS PROVIDED TO YOU FOR INFORMATIONAL PURPOSES ONLY. The
information furnished in this document, believed by Epygi Technologies to be accurate as of the date
of publication, is subject to change without notice. Epygi Technologies assumes no responsibility for
any errors or omissions in this document and shall have no obligation to you as a result of having
made this document available to you or based upon the information it contains.

Epygi is a registered trademark of Epygi Technologies, LLC. All other products and services are the
registered trademarks of their respective holders.
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